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Lawful authority by means of the Lawful Business Regulations



1. Introduction

Information and Communication Technology permeates all aspects of the day-to-day running of the
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take disciplinary action against these categories of staff, the Executive Head of
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3.2 Threats

The term "threats" refers to the potential causes of losses to confidentiality, integrity or availability.
Threats may be internal, external, human, non-human, natural, accidental or deliberate. The failure
to maintain the confidentiality, integrity or availability of information technology and systems may
have the potential to negatively impact the University. This Policy aims to set in place mechanisms
to manage these threats and thereby to reduce the exposure that the University faces from these
threats.

3.3 Reporting Security Incidents

All users of the University’s information technology facilities have a responsibility to report
immediately (to a member of the IT Service Delivery Team) any incidents which may have security
significance to the University. If the incident is considered to be of a highly sensitive or confidential
nature, then the report should be made directly to the Executive Head of IT Service Delivery or the
Executive Director of Human Resources (copied in both cases to the University’s Data Protection
Officer)

Any issue relating to pornographic extremist or terror related material should be notified to the
Executive Director of Human Resources or the Executive Head of IT Service Delivery immediately
and without delay. If immediate accessibility to those members of staff proves difficult then you
should elicit the support of the Vice-Chancellor's Personal Assistant who will be able to contact an
appropriate individual and request that they contact, you. The matter should not be shared or
discussed with any member of staff within your Department, Unit or School.

The University’s Public Interest Disclosure Policy (Whistleblowing Policy) can be found in the
University’s Financial Regulations, Volume II, Appendix 19.

4, Roles and Responsibilities

4.1 UWTSD & UoW

The University has a statutory duty, under the Counter Terrorism and Security Act 2015, termed
“PREVENT". The purpose of this duty is to aid the process of preventing people being drawn into
extremism and terrorism.

4.2 Human Resources Department

It will be the responsibility of staff within the Human Resources Department to undertake Part One
of the staff induction process. They will ensure that all new members are issued with this Policy and
that they will confirm, in writing their acceptance of the terms of the Policy.

N.B. Before being allowed to logon and at each subsequent log in, all users (including students and
external guest accounts) agree electronically to the terms of this Policy by logging into any
University system.

4.3 Executive Heads of IT Departments

The Executive Head of IT Service Delivery & the Executive Head of IT Systems & Infrastructure will:
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4.4

Version 2.5

Implement and oversee the effective use of security controls.

Recommend appropriate measures for the protection of the University’s Information Technology
assets.

Regularly (and at least annually) review this Policy and amend it as appropriate and direct it to
the Executive Director of Human Resources and to the Associate Pro Vice-Chancellor of
Corporate Governance so that changes can be submitted to the various University Committees.
Regularly (and at least annually) review the internet security briefing content.
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encouraged. However, it should be noted that these sites may also pose an information security and
privacy risk to the University and as such, when using such sites users should take care not to
disclose any personal or University information that could result in any form of security breach. Care
should be taken to limit the purely ‘social’ networking on University provided equipment. In particular
staff should not engage in the ‘social’ elements during working hours. More detail is available in the
Social Media Policy and Guidelines separate to this document.

The University recognises that users may undertake research activity which occasionally requires
access to internet sites that would be considered unacceptable according to this policy. In all cases
permission must be sought in writing, from the Ethics Committee, before undertaking the research. If
approved the Executive Head of IT Service Delivery will be informed and additional monitoring,
recording and reporting back of the users’ internet activity will take place.

5.2 Inappropriate Use
Individual internet and internal web enabled resources use must not interfere with others productive
use of resources. The list below attempts to provide a framework for activities which fall into the

category of unacceptable use (this list is not exhaustive):

* Where the University’s internet connection is being used to access another network, any abuse
of the Acceptable Use Policy of that network will be regarded as a corresponding
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If you are unsure that your actions will violate the above, you are advised not to continue with that
course of action and consult the IT Service Delivery Department.
» Given the University’s duty under the Counter-
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6.3 Email Recovery
¢ Users should be aware that the Information Technology Departments do not recover individual

deleted emails on request; other than following a RIPA request (Regulation of Investigatory Powers
Act 2000) from the Police or in cases pending investigations. Requests for the recovery of such
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Resources in the first instance who will log a Service Desk ticket for access to be provided temporarily
and will require Deputy Vice Chancellor approval.

All users must note: -

e« UWTSD users will be required to change their password a minimum of every 410 days.

* Passwords must be of a minimum of 8 characters long and contain at least one capital letter and
one numeric character.

» Shall be responsible for all computer transactions that are made with their user ID and password.

* Must not disclose passwords to others. For multi-user mailboxes, users must not disclose the
password to any unauthorised personnel.

* Must change their password immediately if it is suspected that it has become known to another
individual.

* Should always attempt to use passwords that will not be easily guessed by others. As guidance, it
is recommended that when choosing a password, users should always avoid:-

o W
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Those who use equipment (including laptops, portable data projectors and conference phones) in meeting
rooms are responsible for ensuring that the equipment is not left unsupervised at any time unless the room
has been locked and is secure. Users of Information Technology equipment in these locations are not
permitted to remove or disconnect any Information Technology equipment including peripherals.

10. Computer Usage

Users will be provided with Information Technology facilities to help them carry out the tasks required of
them. Users should adhere to the following directives when utilising these facilities:-

e It is important that the Information Technology Departments are aware of all software that is
installed on University owned computing devices. As such, the majority of users will not be able to
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Remote connections to the University network are subject to the same rules and regulations, policies
and practices outlined in this document and its supporting policies.

At no time should any users provide their remote-access login details to anyone else.

10.3 Laptop and Mobile Computing

Mobile computing devices such as laptops have become useful tools to meet the business and
educational needs at the University. Such devices are particularly susceptible to loss, theft and
hacking as they are easily portable and can be used anywhere outside of the University’s network.
The purpose of this Policy is to establish the rules for the use of mobile computing devices (either staff

or student loan laptops) that contain or access information resources at the University. These rules
and guidelines
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Users should only use their laptop or handheld device to access systems and services for which they
have been authorised.

Usage by a Third party
Users are responsible for ensuring that any use of a University computer by a third party is consistent
with this Policy.

Use on Untrusted Networks
Users should only use untrusted networks such as a home broadband connection, hotel networks, or
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11.

SharePoint files are retained for 93 days from the time you delete them from their original location.
The files will remain in the site Recycle Bin for the entire duration unless they're deleted or the Recycle
Bin is emptied. In that case, the items will go to the site collection Recycle Bin where they stay for the
remainder of the 93 days. Once files are sent to the site collection Recycle Bin, only a SharePoint site
collection administrator can restore the files. Once files have exceeded the retention time of 93 days
they are permanently deleted. If a user requires assistance in recovering deleted files, they should
contact the IT Service Delivery department for advice.

It's important that a user understands the process of sharing of files;

Never share files or folders with everyone or the public but only with specific individuals
Be careful when sharing links via email, make sure it is only sent to the intended recipient listed, to
avoid sending sensitive data to the wrong person.

Data Protection

111 Monitoring of IT/Network Systems
The Regulation of Investigatory Powers Act 2000 does not allow the interception of communications
by an employer unless the employer has “lawful authority”.

11.2 Lawful authority by means of the RIPA
The RIPA allows universities to carry out the following interceptions without the consent of the sender
or the receiver of the communication:

< the interception by or on behalf of the person running a service, for the purposes connected with
the provision of the service — such as readdressing wrongly addressed email, or checking subject
lines in email for viruses.

e The monitoring of system traffic to ensure effective performance — a possible example might be
finding out the source to cut down spam.

11.3 Lawful authority by means of the Lawful Business Regulations

The Lawful Business Regulations at Section 3 provide the main source of lawful authority for
interception of communications and permits the monitoring or keeping of a record of communications
for certain purposes. These Regulations expand on the permitted interceptions provided for by the
RIPA and were the result of a Department of Trade and Industry public consultation exercise following
the concerns raised by many organisations as to the restrictive nature of the RIPA.

The purpose of the Lawful Business Regulations is to allow exceptions to the basic principle of non-
interception as stated in the RIPA, and to allow interception without consent in certain instances.

Interception is permitted to:

« Establish the existence of facts. This is thought to mean to establish the existence of facts
relating to ascertaining compliance with regulatory or self-regulatory practices or procedures.

e Ascertain compliance with regulatory or self-regulatory practices or procedures. A possible
example might be HESA reporting.

» Ascertain or demonstrate standards which are, or ought to be, achieved by persons using the
system.

* Investigate or detect unauthorised use of the communications system.

* Prevent or detect crime, or in the interests of national security.
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»  Ensure the effective operation of the system.
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12.4

Laptops, Mobile phone, Tablets or any other equipment allocated to them should be returned to
the IT Service Delivery Department or HR Department on or before the last day on-site before
departure.

Line Manager Responsibility
To undertake relevant leavers process and to meet with staff and obtaining relevant confirmation
that all University IT equipment has/will be returned
To inform the IT Service Delivery Department to access file store data if required.
To inform the IT Service Delivery Department if emails of the departing employee should be
forwarded to an alternative email address and the period for which this is required.

Information Technology Responsibility
To delete data file stores and email accounts prior to one month at the request of the line
manager or alternatively one month after they leave if no communication is received from their
line manager.
To remove e-mail forwarding after three months if relevant.

Human Resources Unit Responsibility
To ensure that the correct end dates are inputted onto the HR System
To create and maintain the relevant leavers process and ensure IT equipment return is included
as part of the process

13. Halls of Residence Network

The Halls of Residence Network service, run by the IT Departments, provides wireless connections in all
University accommodation blocks. Ethernet connections are also available in all Lampeter and Carmarthen
halls of residence. The connections provide restricted access to services on the internet at large.

Personal equipment connected to the halls network must comply with certain standards which are available
from the Service Desk on request. If you are unsure or fail to connect to the network, you should contact
the Service Desk Team.

The following protocols are for University Network Administrators only. The majority of users will not have
the technical knowledge to use them. For those who do have the capability, users must not run any of the
following, to ensure security, bandwidth and traffic management, legal requirements or to protect the
University and its reputation:

e DHCP servers

e DNS Servers

* Routing Protocols (such as OSPF, RIP etc)
*  Network Discovery Protocols

* Internet Connection Sharing

e Port Scanners

Neither are they permitted to:

* Attempt DDNS (Dynamic DNS) updates.

e Set up network file shares that are writable without a password.

* Re-distribute access to others, nor any University resource made available.

»  Configure any device attached with any IP (internet) address not specifically allocated to them.

» Connect any form of wireless access point, nor configure any computer with wireless capability
such that the service can be accessed wirelessly.

Version 2.5

Page 16 of 25



» Download or distribute copyright material in breach of any license conditions.

* Run peer-to-peer network such as torrent-based applications, services, or blockchain-based file

sharing networks unless approved by the Executive Head of IT Service Delivery..
e This listis not exhaustive and can be added to at any time.

Any personal computer connected to the service must have up to date anti-virus software installed. Virus
risk management is an important priority and any personal computer not adequately protected under
this provision will have its access disabled - until it is quarantined, inoculated and made safe.

14. Disclaimer

To the full extent allowed by applicable law, the University will not be liable to any user or any third party
for any consequential or incidental damages (including but not limited to loss of revenue, loss of profits,
loss of anticipated savings, wasted expenditure, loss of privacy and loss of data) or any other indirect,
special or punitive damages whatsoever that arise out of or are related to use of the University network,
or any of its information technology, systems or materials.

We encourage you to use your internet access responsibly. Should you have any questions regarding
this Policy, feel free to contact the IT Service Delivery Department on ITServiceDesk@uwtsd.ac.uk
(0300 500 5055 or internally on 5055).

15. Monitoring

Details of how the University will monitor the application of this Policy are detailed in previous
sub sections.

16. Breach or Violation of the Information Technology Policy
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Partners

This Policy has implications for those accessing the University’s Network.
Therefore it is important that suppliers / contractors / partners accessing
the network and its systems are made aware of this Policy. The Policy also
outlines implications for utilising the JANET website and users are
instructed to make themselves aware of their Acceptable Use Policy.

Timescales There is no lead time envisaged in implementing this
Policy. Once approved this Policy can be implemented immediately.
Leadership The Executive Director of Human Resources, the Executive Head of IT
Service Delivery and the Executive Head of Corporate Services have
leadership responsibility for this Policy.
19. Impact Assessment
\ \
Implication Impact Identified
Impact
Considered
(Yes/No)
\ \
Legal including a data Yes These are detailed in sections 17 and 18 above.

protection audit

Contribution to the Str
Plan

Risk Analysis

Equality

Welsh
Language

Environmental and
Sustainability
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ategic  Yes

Yes

Yes

Yes

Yes

This policy has been scrutinised and amended by
the University’s Data Protection Officer.

This Policy contributes to the University’s
defining characteristics set out in the Strategic
Plan.

This Policy outlines how risks associated with
utilising technology and systems are managed by
implementing  controls and  monitoring  the
implementation of this Policy.

The provision of training and communication
associated with this Policy will take into
consideration those with specific access needs.

Once approved the Policy will be made available
bilingually.

This Policy impacts positively on the sustainability
agenda. Successful implementation of the Policy
allows users to store, access and communicate
electronically as an  alternative to  less
sustainable means.
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Communication/Media/ Yes Once approved the Policy will be communicated to

Marketing staff through various means including staff
induction, and staff bulletins. Access to it will be
made available via the University website and
Moodle.

Communication to students will be undertaken as
part of the student induction process.

All users logging onto University equipment are
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